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1. Document Rationale

1.1 Background

The UK Brain Archive Information Network (BRAIN UK) is a system that catalogues the tissue archival
holdings of participating NHS Neuropathology Centres around the UK in order to provide a ‘virtual’ brain
tissue bank. This information resource facilitates high quality medical and biomedical research by identifying
sites holding tissue of relevance to their existing and future research studies. Key to this system is a
database storing the information on neuropathology tissue and associated information relevant to tracking for
audit and ethical purposes. The data of interest to BRAIN UK is derived primarily from the medical records
from living and deceased individuals. As a consequence of providing a research tissue bank service, BRAIN
UK also collects data on researchers who are either using or enquiring about the potential to use the BRAIN
UK service. This document sets out the data collected and how it is processed and secured.

1.2 Legal and Ethical Considerations

This section briefly discusses the legal and ethical considerations around storing data from the BRAIN UK
participants. There are different legal obligations regarding the storage and use of data dependent on
whether a participant is living or deceased; the date the record was created; and whether they have
consented to research and/or disclosure.

Consent to research is more fully discussed in the BRAIN UK Protocol document, Sections 3.3 Use of
Human Tissue for Research and 3.4 Use of Data and/or Tissue in BRAIN UK. Briefly, the three component
arms of BRAIN UK:

e BRAIN UK 1 tissues, defined as part of an ‘Existing Holding’ under the Human Tissue Act 2004! and
Human Tissue Act (Scotland) 20062, there is no mandatory requirement for informed consent for the
use of this tissue for research purposes as long as the tissue is supplied in an anonymised format
and that any research is subject to approval by a UK Research Ethics Committee.

e BRAIN UK 2 there is a mandatory requirement for informed consent for the use of this tissue for
research purposes.

¢ BRAIN UK 3 there is no mandatory requirement for informed consent for the use of this tissue for
research purposes, as long as tissue is supplied in an anonymised format and that any research is
subject to approval by a UK Research Ethics Committee.

The General Data Protection Regulation (EU) 2016/679 (GDPR)?2 sets out the key principles, rights and
obligations for most processing of personal data. The GDPR came into effect on 25 May 2018. Following
the UKs exit of the European Union, as of the 15t January 2021, the UK is no longer regulated by the GDPR
EU Law. The UK government published an amendment* to the Data Protection Act 20185 to be read in
conjunction with the UK GDPR instead of the EU GDPR. The Data Protection Act 2018 is the UK’s
implementation of the General Data Protection Regulation (GDPR).- The Data Protection Act 2018 and
Access to Medical Records Act 19906, below, are discussed more fully in the Protocol document, Section
3.4.2 Data Protection Act 2018.

The Data Protection Act 2018 sets out the framework for data protection law in the UK. It sits alongside the
UK GDPR. This Act describes the regulations for processing of information relating to individuals, including
the obtaining, holding, use or disclosure of information and applies to the living. Although the Act does not
apply to the deceased, BRAIN UK also commits as far as possible to adhere to the principles for the
deceased patrticipants of BRAIN UK.

Access to Medical Records Act 1990 covers access to the records from living individuals and in part from the
deceased. Forthe deceased, it primarily relates to access by those who may have a claim arising from the
patient’s death and only applies to records created since 15t November 1991.

1 Human Tissue Act 2004

2 Human Tissue (Scotland) Act 2006

3 General Data Protection Regulation (EU) 2016/679

4 The Data Protection, Privacy and Electronic Communications (Amendments etc) (EU Exit) Regulations 2019
5 Data Protection Act 2018

6 Access to Health Records Act 1990
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The Freedom of Information Act 20007 provides public access to information held by public authorities. The
University of Southampton, BRAIN UK’s sponsoring organisation, has adopted the Model Publication
Scheme? prepared and approved by the Information Commissioner.

Principles of the Caldicott Report

The Caldicott®1° recommendations apply specifically to patient-identifiable information, and emphasise the
need for controls over the availability of such information, and access to it. There are considerable
similarities and overlaps between the requirements of the Data Protection Act 1998 and the
recommendations of the Caldicott report and they combine to inform the conduct of individuals in handling
confidential personal data. The Caldicott report sets out a number of key principles:

There should be justification for the purpose for which information is required.

Person-identifiable information should not be used unless it is absolutely necessary.

The minimum necessary person-identifiable information should be used to satisfy the purpose.

Any access to person-identifiable information should be on a strict ‘need-to-know’ basis.

Everyone with access to person-identifiable information should be aware of his or her responsibilities
with regard to the maintenance of confidentiality.

All individuals with access to patient-identifiable information must be aware of, understand and
comply with the law.

agrONE

o

The two key components of maintaining confidentiality are the integrity of information and its security.
Integrity is achieved by safeguarding the accuracy and completeness of information through proper
processing methods. Security measures are needed to protect information from a wide variety of potential
threats. These elements are covered in this document.

1.3 Strategy and Implementation

The BRAIN UK policies, should be effectively communicated to all staff by:

1. Introducing data confidentiality and data security issues through induction and the provision of
relevant training.

2. Ensuring that this, and related policies are read by all staff and that electronic acknowledgement is
received and stored.

3. Ensuring all staff with access to confidential data owe a duty of confidentiality and relevant
permissions with any participating NHS Trust as well as the permission of Health Research
Authority’s Confidentiality Advisory Group, as appropriate.

4. Maintaining staff knowledge of confidentiality and security issues and disseminating any changes
through regular update sessions.

5. Making this, and related policies, available in accessible formats.

1.4 Staff Responsibilities

All individuals working with sensitive or person-identifiable data have the following responsibilities:

¢ Person identifiable patient information is not to be printed out.

e Locations where records are held should be secure at all times e.g. locking of doors, restriction of
access, screen locking of computers.

e Sharing of passwords is forbidden.

o |dentifiable material should not be left in locations where unauthorised personnel may gain access to
it or be discussed in inappropriate locations.

e Sensitive and person-identifiable data should not be accessed on unauthorised computers e.g.
personally owned computers.

e Any suspected or actual breach of confidentiality must be reported to a line manager immediately
and the responsible Data Protection Officer for the University of Southampton must also be
informed.

e Staff members must co-operate in training programmes provided and maintain an awareness of
confidentiality and data security issues.

7 Freedom of Information Act 2000

8 Freedom of Information Act 2000. Definition document for universities and other higher education institutions.

9 Information: To share or not to share? The Information Governance Review. Department of Health. 2013.

10 Report on the Review of Patient-ldentifiable Information. Caldicott Committee. Department Of Health. December 1997.
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2. Data Processing

The data processed by BRAIN UK falls into one of two distinct categories:

1. Data derived from the medical records, creating the ‘BRAIN UK Database’. This is a large number
of records, currently around 180,000 and aiming to be around 500,000.

2. Data derived from the researcher enquiries, applications, annual reports and closing reports,
resulting in the ‘Researcher Data Set’. A smaller set of records, typically less than 1000.

2.1 BRAIN UK Database

The ‘BRAIN UK Database’ is the term used to describe the data stored that derived from the medical records
of the:

e Deceased.

e Living (participants who have undergone a surgical or diagnostic procedure).

These are processed and maintained:
e To construct a central research tissue bank database which facilitates high quality research in
neuromedicine and allied fields.
e To enable efficient communication between applicants, BRAIN UK and Participating Centres.

This is the primary resource that BRAIN UK uses to support researchers. The data was not primarily
collected for the purpose of research and is considered to be sensitive by the UK GDPR.

2.1.1 BRAIN UK Database Confidentiality

The creation and maintenance of the BRAIN UK Database relies upon access to and disclosure from the
medical records. The advice from the Department of Health is that anonymisation requires the removal of
name, address, full postal code and any other detail or combination of details that might support
identification!. In practice, assessing the risk that additional relevant information will be used by others to
reveal identity is difficult because of lack of reliable information about the variables influencing risk*2.

To maintain confidentiality, BRAIN UK uses a minimal dataset that excludes directly identifiable fields. The
inclusion of a specimen laboratory number (or equivalent) will by definition make the data stored on the
database linked anonymised (‘pseudonymised’)!3in nature. From feedback received from Participating
Centres, there was a common feeling that the inclusion of laboratory numbers would make it more efficient
for them to locate specific tissue and medical data of interest. Although a laboratory number is potentially a
personal identifier, the key relating to core personal details (e.g. patient name, date of birth, address, NHS
number) will be held and maintained only by the participating host centre in question. No inference about the
identity of an individual represented by a particular laboratory number can therefore be reasonably or easily
deduced by BRAIN UK or others. The data is therefore linked anonymised which is considered as
anonymised for practical purposes when the key to patient identity is not held by the researcher as is the
case here, and that there is neither compromise to patient privacy hor a common law requirement to seek
consent for their use under these circumstances4,5.

BRAIN UK follows the Caldicott principles’® for populating the BRAIN UK Database, that is, using the
minimum necessary dataset to satisfy the identification of tissue for potential research purposes and
restricting and securing access to the information.

11 Confidentiality. NHS Code of Practice. November 2003. Department of Health.

12 Anonymisation Standard for Publishing Health and Social Care Data. Supporting Guidance: Drawing the line between
identifying and non-identifying data. 2013. NHS and The Information Centre for Health and Social Care.

13 British Medical Association (April 2007) Guidance on secondary uses of patient information.

14 Scottish Executive (July 2003) NHS Scotland: NHS Code of Practice on Protecting Patient Confidentiality

15 British Medical Association (2019) Requests for disclosure for secondary uses of data.
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BRAIN UK’s approach to confidentiality is based upon a number of core policy documents:
Information Security Management: NHS Code of Practicel®

NHS Information Governance: Guidance on Legal and Professional Obligations!”
The Caldicott Committee: Report on the Review of Patient-lIdentifiable Information?®
Protecting Patient Confidentiality: Final Report®®

It is advisable that staff familiarise themselves with the content of these documents and other key legislation.

2.1.2 BRAIN UK Database Dataset

A defined dataset, obtained from the Participating Centres, gives information concerning the nature, format
and simple demographics of available tissue to facilitate its identification for research applications. The
defined dataset is as follows:
e Geographical location
Laboratory/post-mortem number
Age at procedure
Sex
Tissue format
Diagnostic details
Matched clinicopathological data availability (e.g. pathology reports and autopsy reports)
Flag in the database cases involved in other national ethically approved initiatives (e.g. 100,000
genomes project, UK biobank)

It is noted that different Participating Centres use differing diagnostic coding systems. As part of the
integration of the dataset into the BRAIN UK Database, the data set is standardised, within reason, to
facilitate searching. However, this uses the least manipulation possible to minimise effort and ensure data
integrity. A copy of the dataset prior to any manipulation is always stored.

2.1.3 BRAIN UK Database and Clinical Data Retrieval

The identification of participants to include on the BRAIN UK Database is performed electronically using
standard query functions, which are incorporated into laboratory computer systems and are based on
medical records stored in Neuropathology Archives across the UK. The bulk extraction and transfer of data
will occur once the specific management authorisations of the Participating Centres have been received in
line with the NHS Information Governance Framework?0.

During the process of accessing the medical records, individuals may be privy to personal identifying
information. Linked anonymisation occurs as soon as is practicable and this process is preferably
undertaken by the original custodians of the data or, as a contingency measure, by a nominated individual
within the BRAIN UK research team or, in exceptional circumstances, a researcher, subject to the necessary
permissions. See below for further details.

Primary Care Team

The access to the medical records of the patients is, in the first instance, undertaken by a member of a
patient’s care team as the most ethical means of maintaining the common law duty of confidentiality. This is
typically interpreted as being a Consultant in Neuropathology, Laboratory Manager or a Biomedical Scientist.

Members of BRAIN UK Team

BRAIN UK aims to provide a comprehensive coverage of diseases and conditions; this requires as many
suitable neuropathology centres as possible. At times some centres cite resource difficulties, such as staff
time, as a reason not to participate. In these situations, a nominated member of the BRAIN UK team may be
offered to undertake this duty.

16 Information Security Management: NHS Code of Practice (Department of Health, April 2007)

17 NHS Information Governance: Guidance on Legal and Professional Obligations. Department of Health. September
2007.

18 The Caldicott Committee: Report on the Review of Patient-Identifiable Information. Department of Health. April 2013.
19 protecting Patient Confidentiality: Final Report. The Confidentiality and Security Advisory Group for Scotland. April
2002.

20 Department of Health. NHS Information Governance. Guidance note: Security of NHS patient data shared for research
purposes. July 2008.
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BRAIN UK would anonymise the data as soon as is practical, resulting in a linked anonymised data set. As
nominated individuals would undertake this task, this would present minimal risks of personal data being
disclosed inappropriately and it would greatly reduce any scope for the infringement of the common law duty
of confidentiality. This measure makes potentially sensitive personal data available to the least number of
individuals possible and greatly reduces the scope for legal or ethical objection. The BRAIN UK team
member would be bound by a duty of confidentiality as per the relevant policies produced by the University
of Southampton and would be liable to the sanctions set out in such policies should inappropriate breaches
of data security or confidentiality occur for whatever reason.

This work will only be performed once the relevant permissions have been obtained from each Participating
Centre (e.g. Honorary Contract, Research Passport) and only with an individual owing a duty of
confidentiality. In addition, an application will be made to Health Research Authority’s Confidentiality
Advisory Group for their permission to access patient records on a case-by-case basis.

External Individuals

In exceptional circumstances, when a specific research study requires additional information to be obtained
from the hospital records and the staff of the Participating Centre and BRAIN UK are unable to extract this
information, the research team may do this, after the necessary approvals for ‘Section 251 support’ have
been sought and local data custodians have granted relevant management approvals.

Access to relevant existing medical records (e.qg. clinical history, medication history, X-ray and imaging)
would permit an increase in both the quantity and quality of data available for a particular research project as
well as improving the scope of study types potentially supportable. Given the additional workload in
undertaking this work on behalf of the research community, it is doubtful whether Participating Centres or
BRAIN UK would have the time or resources available. BRAIN UK will therefore encourage researchers to
seek evidence-based Section 251 support from the Health Research Authority’s Confidentiality Advisory
Group should they wish to augment their studies with additional data and ensure that relevant local
conditions and approvals are met. This data would only be made available in a linked anonymised format
and the pseudonymisation process would be undertaken within a Participating Centre with no participant
identifiable data leaving these locations.

2.2 Researcher Data Set

The ‘Researcher Data Set’ is the term used to describe the data stored as a consequence of providing the
BRAIN UK service. The data is processed in line with 'archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes' identified in the UK GDPR as subject to derogations in
the DPA 2018. It involves a much smaller quantity of data records and is derived from the enquiries,
applications, annual reports and closing reports from researchers to BRAIN UK.

The ‘Researcher Data Set’ is a loose term used to describe the creation of datasets which are processed
and maintained to:

o Make the information more accessible, searchable and reportable.

e Enable efficient communication between applicants, BRAIN UK and Participating Centres.

e Enable an audit trail, to comply with our ethical approval conditions.

2.2.1 Researcher Record Dataset

The Researcher Data Set records are an undefined dataset derived from the enquiries, applications, annual
reports and closing reports from researchers to BRAIN UK. These are either supplied to BRAIN UK in email,
electronic document or paper format. Data records will primarily be identified by a unique code assigned by
a member of the BRAIN UK Team. The dataset typically includes:

o Work contact details of the researchers involved
Name of sponsor
Name of funder
Details of the tissue either provided to the studies or enquired about
A summary of the progress of the enquiry or application
Details required for the purpose of reporting for ethics purposes, such as breaches of ethics,
incidents
e Outputs
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As part of the integration of the dataset into the Researcher Data Set, the dataset may be standardised,
within reason, to facilitate searching and reporting. However, this will be using the least manipulation
possible to minimise effort and ensure data integrity. A copy of the dataset prior to any manipulation is
always stored.

2.2.2 Data retrieval and processing for the Researcher Data Set

The identification of data items to include on the Researcher Data Set is performed manually by members of
the BRAIN UK team. The identification is dependent on the type of reporting required, for example, outputs
generated by the studies supported.

Only members of the BRAIN UK team will be able to access, populate and process data for the Researcher
Data Set.

2.2.3 Data Confidentiality in the Researcher Data Set

The creation and maintenance of the Researcher Data Set relies upon access to and disclosure from
information that enquirers and researchers may consider confidential. To maintain confidentiality and
confidence in BRAIN UK, a minimal dataset will be used that supports the continuity of the service.
Information will not be disclosed to anyone outside of the BRAIN UK team and committee that could identify
either an individual or study without their express permission, except for the purpose of audit or regulatory
control.

Access by data subjects to any personal data held by the University will be facilitated in accordance to the
University of Southampton’s Data Protection Policy?!.

21 University of Southampton Data Protection Policy May 2022
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3. System Level Security

BRAIN UK maintains a large amount of data. This section aims to outline the approach to protecting the
data against loss, unauthorised access and modification, inadvertent destruction and to ensure that the
integrity and quality of stored data is maintained, and to help demonstrate an understanding of information
governance risks and commitment to address the security and confidentiality needs of the system.

In the context of this document “System” relates to the complete data handling solution (electronic or
otherwise).

3.1 System Details

The System’s responsible owner shall be School of Clinical and Experimental Sciences, Clinical
Neurosciences, Faculty of Medicine, University of Southampton.

The System shall be implemented by the University of Southampton’s IT service iSolutions (underlying
operating system and database software) with the application software being developed and maintained by
BRAIN UK, with technical support provided by iSolutions.

The System’s authorised users shall be the BRAIN UK team and relevant members of the iSolutions
Serviceline Response Team.

The BRAIN UK system comprises two main parts:
o A Microsoft SQL Server database, containing all data. This is a ‘shared server’ model whereby
many different database schemas are hosted within the same instance of SQL Server.
e A Microsoft Access application, used to import data.

iSolutions are responsible for securing the database, and for granting access privileges to the database by
request from the BRAIN UK team.

3.2 System Security

The University of Southampton publishes a number of Information and Cyber Security, and Information
Governance policies which apply to all work undertaken by the University of Southampton, including the
BRAIN UK system.

These policies are intended to align with the ISO/IEC 27001:2017 standard.

The system’s responsible Security Manager shall be the BRAIN UK Project Manager. The Security
Manager’s duties shall include:

o |dentification of all appropriate statutory, regulatory and best practice requirements relating to
Information Security

¢ Identification and assessment of system related risks in liaison with the iSolutions Head of Cyber
Security

e Implementation of appropriate security controls to satisfactorily address identified risks.

e Accreditation of security measures, including external validation as required, with the assistance of
the iSolutions Head of Cyber Security

e Communication of security responsibilities to other parties using the system

e Maintenance of the risk register relating to the system, with the assistance of the iSolutions Head of
Cyber Security.
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3.2.1 System Access Control

The system will only be accessed by the BRAIN UK team on a routine basis and will be made available to
the BRAIN UK Director and Co-Director/Co-PI upon request. Access to the BRAIN UK service will be
granted in accordance with our Access Control Policy?2,

Access to the SQL Database is granted within the database itself, so this must be configured by iSolutions
database administration staff, upon receipt of a ServiceNow ticket from an existing member of the BRAIN UK
team.

Devices used to access the BRAIN UK service shall be restricted to only those device types provided and
managed by iSolutions; namely devices running the managed iSolutions Windows 10 build. This build meets
the University’s baseline security standards which includes configuration of the Windows Firewall, Endpoint
Detection and Response (EDR) protection software, and other appropriate security settings.

While not directly applicable to SQL Server database access accounts, all individuals using this server shall
have appropriate passwords configured, and multi-factor authentication enabled on their University
computing accounts.

3.2.2 Data Storage

BRAIN UK data will be stored electronically, by the provision of a folder, on networked storage (SAN:
Storage Area Network) dedicated to University of Southampton research data in a secure University data
centre. By storing the data on networked storage, risk of theft or loss of data on the client PCs is minimised.
Paper records of data will not be routinely kept, to reduce risk of loss of data and improve data integrity.

3.2.3 Backup and Recovery Plan

All data stored in networked storage and SQL databses managed by iSolutions is backed up in accordance
with the University of Southampton Backup & Restore policy?3.

3.2.4 Encryption and Data Transfer

Link anonymised data can be transferred electronically, by using an encrypted Zip file and either the use of
the University of Southampton ‘Safesend’ service (https://safesend.soton.ac.uk/) or from a NHS.net account
to a NHS.net account (held by BRAIN UK staff with honorary NHS contract) for secure transmission of the
file. The password for the zip file shall be communicated via another medium, for example, telephone or
email to an alternative email to either the NHS.net account or the email account used for the ‘Safesend’
process.

Current encryption guidance for NHS organisations can be found in Approved Cryptographic Algorithms
Good Practice Guideline?4, and we would expect any electronic solution for the handling of patient
identifiable/sensitive data to comply with this guidance as a minimum.

Client devices (i.e. iSolutions managed Windows 10 devices) are configured with full disk encryption as per
our Encryption policy?.

3.2.5 Data Quality and Accuracy

Data entered onto a relevant database will be logged electronically to indicate user name, time and date.
This is inherent in the operation of the managing software by use of version controls. In addition for the
BRAIN UK participant database, a ‘Version History’ will be maintained to indicate the reason for the change.

22 University of Southampton Access Control Policy. November 2022

23 University of Southampton Back up and Restore Policy November 2022

24 Approved Cryptographic Algorithms Good Practice Guideline. Version 4.0. NHS Digital.
25 University of Southampton Encryption Policy November 2022
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3.2.6 Data Retention

BRAIN UK follows the University of Southampton Research Data Management Policy?® and its associated

Record Retention Schedule?’. In summary:

e General Research Project Files
There is a business need that research data should be held for a minimum period of 10 years from
collection, creation or generation or publication of the research results (whichever is the later).

e Data derived from the medical records and researchers
The University of Southampton has statutory obligations and the data has a public interest or heritage
value and, as such, will be stored for 30 years.

e Any study involving minors (under 18 years)

The University of Southampton has statutory obligations to meet and stores this data for at least 21 years.

3.3 Operational Processes

When the system or its data has completed its purpose or is otherwise no longer needed, the following
methods will be adopted to dispose of equipment, back-up media or other stored data:

o Network storage will be deleted, and following this deletion, data will remain in backup systems for
90+ days until expired.

o Keys relating to encrypted storage media will be intentionally destroyed.

e Non-working media will be physically destroyed.

e Optical media will be physically destroyed.

26 University of Southampton Research Data Management Policy 2022-2023
27 University of Southampton Record Retention Schedule June 2018
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4. Data Protection Registration

The sponsoring organization holds a Data Protection Registration,
https://ico.org.uk/ESDWebPages/Entry/Z26801020

Registration number: 26801020

Date registered: 21 June 2002

Registration expires: 20 June 2024 (renewed annually)
Payment tier: Tier 1

Data controller: UNIVERSITY OF SOUTHAMPTON
Address:

HIGHFIELD

SOUTHAMPTON

HAMPSHIRE

SO17 1BJ

Data Protection Officer:
Wendy Appleby, data.protection@soton.ac.uk

Freedom of information statement:
This data controller states that it is a public authority under the Freedom of Information Act 2000 or a
Scottish public authority under the Freedom of Information (Scotland) Act 2002
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